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In this era of heightened Government demands for contractor responsibility, Government con-
tractors face myriad risks. The authors of this Briefing Paper have been involved, in one capacity 

or another, in some of the largest Government enforcement actions facing contractors. They have 
prosecuted and defended criminal and civil actions against contractors, negotiated the resolution 
of civil actions involving substantial fines and penalties, and handled suspension and debarment 
actions with multi-billion dollar contracting implications. They have also seen shareholder suits 
against board members and executives and have witnessed c-suite executives lose their jobs (and 
a few companies go out of business) due to their failures to comprehend and manage the risks 
relating to contractor responsibility. This Briefing Paper is designed as a guide for Government 
contractors—including their boards of directors, c-suite executives, and legal counsel who bear 

fiduciary duties for managing corporate risks—
for undertaking risk management strategies to 
avoid such problems.

	 In the 1980s, “Operation Ill Wind” exposed 
widespread corruption by U.S. Government offi-
cials and defense contractors. The scandal, which 
resulted in the conviction of over 100 contractors 
and individuals, is often cited as the defining 
moment for increased contractor responsibil-
ity. Yet the past decade has seen criminal, civil, 
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and administrative enforcement actions against 
most major defense contractors and a plethora 
of civilian and commercial contractors. Many 
of these contractors also have been surprised 
by Government enforcement actions that have 
had little relationship to their Government 
business lines but nonetheless have had ripple 
effects across their entire companies. And the 
criminal and civil liability attendant to these 
enforcement actions is only part of the story. 
Indeed, in the past year alone, several large 
contractors have negotiated settlements with 
enforcement authorities, only to unexpectedly 
find themselves facing potentially crippling 
suspensions or debarments from Government 
contracting in an agency setting. 

	 This Briefing Paper describes the recent legis-
lative developments and trends in enforcement 
priorities that have forced companies doing 
business with the Government to contend with 
ever-expanding liability exposure, in particular to 
enforcement actions under the civil False Claims 
Act1 and the Foreign Corrupt Practices Act,2 as 
well as international anticorruption laws such as 
the UK Bribery Act.3 Next, it reviews the admin-
istrative suspension and debarment process and 
tracks developments that have led to increased 
activity in that area. The Paper then focuses on 
questions of corporate law, addressing trends 
in recent legislative and regulatory reforms and 
analyzing the liability exposure of corporate di-
rectors who fail to properly oversee a company’s 
operational and administrative risks. Finally, 
the Paper argues for an integrated approach to 
managing contractor responsibility and presents 
several discrete risk mitigation steps that should 
be taken by Government contractors. 

Increased Enforcement Actions Against 
Contractors
	 Companies doing business with the Government 
are required to abide by a host of laws, rules, and 
regulations, and the failure to achieve compliance 
may result in drastic consequences. Two of the 
most significant enforcement statutes govern-
ing Government contractors are the civil False 
Claims Act4 and the Foreign Corrupt Practices 
Act.5 As discussed below, given recent legislative 
amendments and enforcement trends, the FCA 
and the FCPA, along with the UK Bribery Act6 
and similar international anticorruption laws, 
present seemingly limitless risks for Government 
contractors.

■■ False Claims Act 

	 The FCA imposes civil liability on any person 
or entity that improperly receives from or avoids 
payment to the Federal Government.7 The Act 
prohibits, inter alia, knowingly presenting a false 
claim for payment.8 For contractors, the most 
frequent FCA cases involve situations where the 
contractor submits an invoice that is inflated, 
is based on work that is not performed as the 
contractor alleges (e.g., defective products or 
services), or is based on some falsehood. First 
enacted in 1863 to combat contractor fraud 
during the Civil War, the FCA was overhauled 
in 1986 to increase recoverable damages and to 
incentivize private attorneys general to enforce 
its provisions through qui tam actions.9 In its 
modern form, the FCA imposes liability in the 
form of monetary penalties and treble damages10 
on any recipient of federal funds who knowingly 
submits a false claim or knowingly makes a false 
statement material to a false claim.11 
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public disclosure bar to whistleblower filings. 
These trends, along with the fact that qui tam 
relators have become increasingly sophisticated 
and opportunistic, have driven a sharp increase 
in the number of FCA filings in recent years. This 
Paper discusses each of these developments in 
turn.

	 (1) Reckless Disregard vs. “Innocent Mistakes”—To 
prevail in an FCA case, the Government or qui tam 
relator need only show that the contractor acted 
“knowingly,” which is defined as acting in “reck-
less disregard of the truth” even in the absence 
of actual knowledge.20 This is a very low thresh-
old. For example, contractors have inadvertently 
violated this standard by (a) providing incorrect 
answers on certifications and representations,  
(b) submitting invoices for work that did not 
meet contract specifications, (c) failing to ensure 
adequately that parts comply with Buy American 
Act restrictions, and (d) failing adequately to verify 
the sufficiency of subcontractor performance or 
to investigate and disclose subcontractor fraud. 
These examples, based on cases handled by the 
authors of this Paper, show that the Government 
requires a level of diligence from contractors that, 
if not met, can be regarded as reckless disregard 
by the Government in an FCA action. Seemingly 
innocent mistakes are not always treated as such 
where contractors are held to a heightened stan-
dard of diligence before submitting any invoice.

	 (2) Reverse False Claims Liability—In 2009, Con-
gress implemented substantial amendments to 
the FCA when it passed the Fraud and Economic 
Recovery Act.21 Among other things, FERA an-
nounced an unprecedented expansion of the 
definition of “reverse false claims” by creating 
liability for contractors who knowingly retain an 
overpayment from the Government, even absent 
a false statement or claim.22 In other words, FERA 
eliminated the requirement of an affirmative act; 
instead, all that is required to subject a contrac-
tor to FCA liability is the knowing retention of 
an overpayment. This provision is particularly 
dangerous for entities doing business with the 
Government given the “reckless disregard of the 
truth” standard that applies even in the absence 
of actual knowledge.23 Consequently, if a contrac-
tor’s internal compliance and accounting systems 
are not sophisticated enough to effectively track 

	 An FCA action may be initiated either by the 
DOJ or by a private whistleblower, known as a qui 
tam relator, who is entitled to recover a percentage 
of any judgment or settlement.12 Whistleblower 
actions are brought in the name of the Federal 
Government, and the DOJ has the option to take 
over the prosecution of these qui tam actions if 
it so chooses.13 If the DOJ does not intervene, 
however, the whistleblower can pursue the action 
on his or her own and may recover a larger share 
of any award or settlement.14 

	 FCA recoveries are often substantial, especially 
in recent years. Since January 2009, recoveries 
under the FCA have exceeded $13.3 billion, 
the largest four-year total in the DOJ’s history.15 
Nearly $5 billion of this total was recovered in 
2012 alone, constituting a single-year record for 
FCA recoveries.16 Many of these actions relate to 
fraud within the health care industry, with several 
major drug makers agreeing to settlements in the 
billion dollar range in 2012.17 And while Govern-
ment contractors in the health care field have 
long been aware of compliance risks under the 
FCA, in recent years the FCA has once again been 
increasingly applied to other fields, particularly 
the financial services and defense industries. For 
example, in the last three years alone, federal 
procurement fraud cases have led to recoveries 
topping $1.7 billion, a figure that exceeds the 
amount recovered in any comparable period.18 
In light of these numbers, it is little wonder that 
Stuart Delery, the Acting Assistant Attorney Gen-
eral, recently declared the FCA “the government’s 
most potent civil weapon in addressing fraud.”19

	 Although the FCA is not new, in recent years 
companies doing business with the Government 
have been forced to grapple with increasing risk 
under the FCA. There are many possible explana-
tions for this trend, but four are particularly worthy 
of discussion. First, the Government is increasingly 
pursuing FCA cases for irresponsible contractor 
conduct that might normally be considered an 
“innocent mistake.” Second, recent amendments 
to the FCA have dramatically expanded contrac-
tors’ exposure to liability for so-called “reverse 
false claims.” Third, an increasing number of 
courts have begun to impose FCA liability under 
an “implied certification” theory. And fourth, 
recent legislative enactments have eroded the 
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possible overpayments, then it may face fines 
and treble damages under the FCA even where 
it neither intentionally makes a false statement 
nor intentionally retains an overpayment.

	 (3) Implied Certification Liability—In addition to 
the developments related to reverse false claims, the 
growing acceptance of the “implied certification” 
doctrine also has contributed to the increasing 
exposure faced by contractors under the FCA. 
As a general matter, when an entity submits a 
claim to the Government for payment, it often 
will be required to certify that it has complied 
with all federal laws and requirements applicable 
to the contract. Traditionally, a company could 
be held liable under the FCA for falsely certify-
ing that it was in compliance with the applicable 
federal regulations. Thus, a company could avoid 
so-called “certification liability” under the FCA 
by ensuring that its certifications were true and 
accurate. In recent years, however, a growing 
number of courts of appeals have adopted a rule, 
known as the “implied certification” doctrine, that 
imposes FCA liability for false certifications even 
where the contractor does not actually provide a 
certification.24 This doctrine holds that “the act 
of submitting a claim for reimbursement itself 
implies compliance with governing federal rules.”25 
Thus, under this theory, “the mere request for 
payment by a noncompliant government contrac-
tor can result in significant legal liability.”26 As 
a result, a contractor may be subjected to treble 
damages under the FCA even in the absence of 
an affirmative misrepresentation. Moreover, be-
cause the FCA authorizes penalties of $11,000 for 
each false claim27—even where the Government 
fails to prove any actual damages28—a company 
that submits regular invoices could quickly find 
itself facing potentially massive fines under the 
implied certification theory.29 For companies 
doing business with the Government, the risk 
posed by this doctrine is obvious.

	 (4) Legislative Developments and the Rise of Qui 
Tam Relators—A fourth cause of the increased risk 
of liability under the FCA is the recent adoption 
of certain legislative provisions making it easier 
for savvy and opportunistic qui tam relators to 
bring whistleblower suits. The number of qui 
tam FCA actions has exploded in recent years. In 
2012, relators filed 647 new qui tam suits under 

the FCA, an increase of nearly 50% from 2009.30 
These whistleblower actions accounted for over 
83% of FCA prosecutions, and qui tam relators 
recovered nearly half a billion dollars in 2012 
alone.31 

	 In part, this surge in FCA prosecutions may 
be due to FERA, which broadened the defini-
tion of a “claim” subject to the FCA,32 softened 
the statute of limitations bar on DOJ interven-
tions into qui tam complaints,33 and expanded 
whistleblower protections to a company’s agents 
and contractors, in addition to employees.34 
But the 2010 Patient Protection and Affordable 
Care Act35 may have an even greater impact, as 
it has recast the FCA’s public disclosure bar and 
“original source” exception in three ways that 
favor would-be whistleblowers.36 First, the U.S. 
Supreme Court previously had held that the 
public disclosure bar prevented relators from 
bringing suit based on information contained 
in state or local “administrative reports, audits, 
and investigations.”37 But the PPACA narrowed 
this interpretation by establishing that the pub-
lic disclosure bar applies only to whistleblower 
actions based on federal filings, thereby clearing 
the way for qui tam relators to bring suit based 
on information contained within state reports or 
audits.38 Second, the “original source” exception 
to the public disclosure bar previously required 
a relator to have “direct and independent knowl-
edge” of operative facts to qualify as an original 
source, but the PPACA scaled back this language. 
To qualify as an original source, the revised statu-
tory language requires only that a relator have 
knowledge that “is independent of and materi-
ally adds to” the publicly disclosed information 
that is the subject of the suit.39 Third, the PPACA 
opened the door for the maintenance of qui tam 
suits based on publicly available information even 
where the relator does not qualify as an original 
source. Formerly, an absolute jurisdictional bar 
prevented courts from hearing such cases; after 
the PPACA, however, the statute provides that 
“the court shall dismiss [such an] action . . . un-
less opposed by the Government.”40 In short, by both 
narrowing the public disclosure bar and expand-
ing the original source exception, the PPACA has 
made it easier than ever for a whistleblower to 
maintain so-called “parasitic” qui tam suits. 
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	 In addition to the fact that recent legislation 
has lowered the hurdles to bringing qui tam suits, 
the promise of astronomical FCA recoveries41 has 
contributed to a cottage industry of attorneys 
seeking out would-be whistleblowers in the hopes 
of obtaining a windfall. While some of these 
claims undoubtedly have merit, many other qui 
tam actions are little more than nuisance suits. 
Indeed, as the Supreme Court itself has noted, 
it cannot be denied that qui tam relators “are 
motivated primarily by prospects of monetary 
reward rather than the public good.”42 

	 Looking ahead, the enormous risks posed by 
the FCA to Government contractors show no 
sign of abating. The Attorney General himself 
made this abundantly clear in a recent speech 
in which he reiterated that FCA enforcement 
would continue to occupy a place at the top of 
the DOJ’s priorities:43

	 Particularly in these challenging economic 
times—when resources are scarce, government 
budgets are on the chopping block, and so many 
of us have been asked to do more with less—the 
need to act as sound stewards of every taxpayer 
dollar—and to aggressively pursue those who 
would take advantage of their fellow citizens—has 
never been more clear or more urgent.

Given this political and regulatory climate, the 
risks posed to contractors by the FCA seem al-
most limitless.

■■ Foreign Corrupt Practices Act

	 The FCPA44 represents another source of 
risk to Government contractors, particularly as 
U.S.-based contractors continue to expand their 
global presence. Broadly speaking, the FCPA’s 
antibribery provisions outlaw corrupt payments 
to foreign officials with the intent to obtain or 
retain business.45 Additionally, the FCPA also in-
cludes recordkeeping and accounting provisions 
that require issuers of publicly traded securities 
to make and keep accurate books, records, and 
accounts, as well as to maintain sufficient inter-
nal accounting controls.46 The SEC and the DOJ 
Criminal Division share enforcement authority 
under the FCPA. Sanctions for FCPA violations 
can range from fines and penalties—sometimes 
totaling hundreds of millions of dollars—to in-
carceration for individual corporate officers.47 
Although the risk to contractors doing business 

abroad is clear, several trends in anticorruption 
enforcement warrant further discussion. First, the 
number and cost of FCPA enforcement actions 
has sharply increased in recent years. Second, 
recent guidance from the SEC and the DOJ in-
dicates that even companies that have instituted 
FCPA compliance programs may be at risk if 
they fail to update these programs regularly.48 
And third, consistent with the trend of more ag-
gressive anticorruption policing in the United 
States, the passage of the UK Bribery Act49 and 
other international anticorruption laws signals 
a similar emphasis on global anticorruption en-
forcement, representing an added layer of risk 
to contractors doing business abroad.

	 (a) Increased FCPA Enforcement—The number 
of enforcement actions brought by the SEC and 
the DOJ has increased sharply in recent years, 
causing the risk posed by the FCPA to companies 
doing business abroad to spiral to unprecedented 
levels. For instance, during the three-year period 
from 2004 to 2006, just 32 FCPA enforcement 
actions were initiated. By comparison, the SEC 
and the DOJ instituted 162 FCPA actions during 
the three years from 2009 to 2011, an increase 
of over 500%.50 And while the total number of 
FCPA enforcement actions dipped in 2012 as 
federal resources were diverted to publishing a 
new FCPA Resource Guide,51 the SEC and the DOJ 
have been adamant that the FCPA will remain a 
key enforcement priority in the coming years.52 
Recent legislative developments have further 
aided these aggressive enforcement tactics. Of 
particular note are the whistleblower provisions 
of the Dodd-Frank Wall Street Reform and Con-
sumer Protection Act of 2010, which required the 
SEC to establish an Office of the Whistleblower 
and to pay monetary awards of up to 30% to 
whistleblowers who report information that leads 
to successful SEC enforcement actions, including 
those brought under the FCPA.53 In the first full 
year following the adoption of these provisions, 
the SEC received 115 tips from whistleblowers 
related to suspected FCPA violations.54 Nor do 
these actions go away cheaply. In 2008, Siemens 
AG paid out $800 million to settle a single FCPA 
action.55 And in 2012 alone, Pfizer, Eli Lilly, 
Biomet, and Smith & Nephew all paid more than 
$20 million to settle FCPA allegations following 
an enforcement sweep in the medical device 
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and pharmaceutical industry.56 All signs are that 
FCPA enforcement will remain strong in the 
coming years, fueled by an increasing number of 
corporate voluntary disclosures, more aggressive 
prosecutorial techniques, greater cooperation 
among international regulators, and a rise in the 
number of whistleblowers reporting potential 
FCPA violations. 

	 (b) Emphasis on Updating of Compliance Pro-
grams—Aside from the increasing frequency and 
cost of FCPA actions, the Resource Guide to the 
FCPA released by the DOJ and SEC in November 
2012 highlights an additional cause for concern 
for contractors. Although many large companies 
reacted to the recent surge in FCPA enforce-
ment by instituting a compliance program, the 
DOJ’s Resource Guide “marks a shift of emphasis 
from putting a compliance program in place…
to conducting ongoing risk assessments, moni-
toring performance, auditing for effectiveness, 
and making appropriate modifications to the 
program going forward.”57 Recognizing that “[a] 
company’s business changes over time, as do the 
environments in which it operates, the nature 
of its customers, the laws that govern its actions, 
and the standards of its industry,” the Resource 
Guide emphasizes that “a good compliance pro-
gram should constantly evolve.”58 The import of 
this statement is clear: without constant review 
and retooling of compliance programs to keep 
up with changing business conditions, the mere 
presence of an FCPA compliance program on 
the books is not sufficient to shield a company 
from FCPA liability. Additionally, as discussed 
further below, contractors would be well advised 
to complement robust compliance programs with 
a meaningful commitment to values-based ethics. 

■■ UK Bribery Act & Other International  
	A nticorruption Laws

	 In a trend mirroring the rise in FCPA enforce-
ment in the United States, other countries have 
begun to step up their anticorruption enforce-
ment efforts in recent years. The most significant 
of these developments is the enactment of the 
UK Bribery Act, the sweeping legislation that 
serves as the United Kingdom’s principal tool 
for anticorruption enforcement. The Bribery 
Act, which took effect in July 2011, creates two 

general offenses in §§ 1 and 2, which cover the 
payment and acceptance of bribes, respectively.59 
Additionally, the Act creates a stand-alone offense 
for the payment of a bribe to a foreign govern-
ment official (§ 6), as well as a separate corporate 
offense for the “fail[ure] to prevent bribery on 
behalf of a commercial organi[z]ation” (§ 7).60 
For contractors with a presence in global markets, 
the compliance risks presented by this law are 
immense. 

	 The Bribery Act’s jurisdictional reach is breath-
taking, as even contractors with only tenuous 
connections to the United Kingdom may find 
themselves exposed to liability under the Act. 
Jurisdiction under Sections 1, 2, and 6 extends to 
bribery occurring anywhere in the world as long 
as the person committing the offense has a “close 
connection” with the United Kingdom—that is, 
they are a citizen or resident of the United King-
dom or, in the case of company, are incorporated 
in the United Kingdom.61 Incredibly, jurisdiction 
under the “corporate offense” provision of § 7 is 
even more expansive, as “the requirement of a 
close connection with the UK does not apply.”62 
Rather, “provided…that the organi[z]ation car-
ries on a business or part of a business in the UK 
(wherever in the world it may be incorporated or 
formed) then UK courts will have jurisdiction.”63 
As a result, even where a bribe is paid outside the 
United Kingdom by a non-UK person on behalf of 
a non-UK company, jurisdiction still exists under 
§ 7 as long as the contractor meets the vague 
test of “carr[ying] on…part of a business in the 
UK.”64 In the words of Richard Alderman, the 
former Director of the UK’s Serious Fraud Office,  
“[c]orruption by [a] foreign entity abroad will 
be within our jurisdiction even if it has nothing 
to do with UK activities.”65 

	 The Bribery Act’s stringent substantive provi-
sions should give even more pause to contractors 
with a global presence, as they go further than 
the FCPA in several respects. First, the Bribery 
Act outlaws bribery in the private sector as well 
as bribes paid to government officials.66 Second, 
unlike the FCPA,67 the Bribery Act makes no excep-
tion for so-called “facilitation payments”—small 
payments made to further routine governmental 
action, such as processing visas, obtaining permits, 
or providing public utilities.68 Third, whereas the 
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FCPA provides an affirmative defense to bribery 
charges for reasonable and bona fide promotional 
expenditures,69 the Bribery Act contains no such 
explicit exception.70 And fourth, the Bribery Act 
provides for up to a ten-year term of imprison-
ment for individual violators,71 whereas the FCPA 
maximum prison term is five years.72 Given its 
harsh provisions, as well as its extraordinary ju-
risdictional reach, the compliance risk posed by 
the Bribery Act should be clear.

	 Yet the Bribery Act is hardly the only international 
anticorruption measure that should be of concern 
to contractors with global operations. In February 
2011, for instance, China amended its criminal 
code to outlaw the payment of bribes “to any for-
eign public official or official of an international 
public organization.”73 Because the amended law 
is spare on details, its ultimate impact will likely 
depend on the manner in which it is interpreted 
and enforced. What is clear, however, is that the 
law’s reach extends beyond China’s borders, as its 
provisions apply to joint ventures formed under 
Chinese law by a Chinese company and a foreign 
organization.74 Another representative example is 
a powerful new anticorruption measure currently 
being debated by the Brazilian national legislature 
that would apply to both Brazilian companies and 
local offices of foreign companies. If enacted, 
draft bill 6826/2010 would impose severe mon-
etary penalties—up to 20% of a company’s gross 
annual revenue—on any company found to have 
paid bribes to domestic or foreign government 
officials.75 Further, the bill would require the debar-
ment of offending companies for up to five years, 
a provision that should be of particular concern to 
Government contractors.76 

	 In sum, the recent trend in the United States 
towards greater anticorruption enforcement is 
now beginning to play out in other countries 
across the globe. For Government contractors 
with international business operations, this un-
precedented emphasis on global anticorruption 
enforcement represents a similarly unprecedented 
compliance risk. 

Administrative Suspensions & Debarments

	 The increased liability risks under the FCA, 
the FCPA, and other statutes may result in par-

ticularly harsh consequences for Government 
contractors because, in addition to the potential 
loss of hundreds of millions of dollars in fines, 
Government contractors who are found to have 
committed legal violations (and even less serious 
misconduct) face the possibility of administrative 
suspension and debarment.77 Indeed, debarment 
may be imposed even in the absence of a convic-
tion based upon evidence of a violation of law, 
or even where a contractor is found merely to 
have performed negligently on a Government 
contract.78 These administrative suspension and 
debarment actions restrict contractors from se-
curing any new contract from any governmental 
agency or prime contractor under a Government 
contract, and they carry collateral consequences 
at the state and local level and in some com-
mercial areas.79 Particularly for companies that 
do regular business with the Government, the 
direct and indirect consequences of suspension 
and debarment may be devastating. 

■■ Suspension & Debarment Policy 

	 Suspension refers to the temporary disqualifica-
tion of a person or company from Government 
contracting during the pendency of an investiga-
tion and ensuing legal proceedings. Absent earlier 
termination by the suspending official, suspension 
will last as long as the legal proceedings against 
the contractor remain pending, although it is 
terminated if no proceedings are initiated within 
12 months of the date of suspension.80 Debarment, 
meanwhile, refers to a final decision to exclude 
a contractor from Government contracting for 
some specified period.81 The FAR provides that 
debarment “generally” should not exceed three 
years, but the debarring official has the discretion 
to impose a longer ban if doing so is necessary 
to protect the Government’s interest.82 In the 
event of a debarment, a contractor may continue 
to perform under an existing contract, but an 
agency may not extend or renew the contract, or 
in most cases issue task orders against an existing 
contract, unless the agency’s head “states in writ-
ing the compelling reasons justifying continued 
business dealings between that agency and the 
contractor.”83

	 Contrary to its occasional portrayal in the 
mainstream media,84 the intended purpose of  
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suspension and debarment is not to punish way-
ward Government contractors. Rather, suspension 
and debarment are tools that protect the inter-
ests of the Government by ensuring that federal 
agencies do not do business with nonresponsible 
contractors.85 

■■ Bases For Suspension & Debarment

	 As set forth in the FAR, agencies may suspend 
or debar contractors for any number of causes.86 
Perhaps the most common cause of debarment 
is a contractor’s violation of criminal or civil law, 
including the following offenses: fraud offenses 
related to securing or performing Government 
contracts, antitrust violations related to the submis-
sion of offers, embezzlement, theft, tax evasion, 
bribery, or falsification of records, falsely labeling 
products manufactured abroad as being “made 
in America,” or the “[c]ommission of any other 
offense indicating a lack of business integrity or 
business honesty”—even where it does not relate 
to a Government contract—“that seriously and 
directly affects the present responsibility of a 
Government contractor.”87 

	 But even if a contractor is not convicted of 
a particular offense, it may also be subject to 
debarment for serious violations of the terms of 
Government contracts, including a willful failure 
to perform or a documented track record of 
nonperformance under one or more contracts.88 
Additionally, a contractor may be suspended or 
debarred for failing to abide by the FAR manda-
tory disclosure rule.89 This rule is discussed in 
greater detail below, but in a nutshell, it obligates 
a contractor to make a timely disclosure to the 
Government whenever it has “credible evidence” 
that it or one of its employees or agents has 
committed a violation of the civil FCA or certain 
criminal laws, including the FCPA.90 And finally, 
the FAR includes a catch-all provision authoriz-
ing the debarment of a contractor “based on any 
other cause of so serious or compelling a nature 
that it affects the present responsibility of the 
contractor.”91 This provision vests suspending and 
debarring officials (SDOs) with wide discretion 
to take action in response to conduct that may 
not amount to a violation of law, but nevertheless 
reflects poorly on a contractor’s present responsi-
bility. For example, debarment proceedings could 

be initiated under this provision for a violation 
of law that did not result in a conviction and for 
a contractor’s negligent performance (or willful 
nonperformance) of even a private commercial 
contract.92 

	 Significantly, however, “the existence of a cause 
for debarment…does not necessarily require that 
the contractor be debarred.”93 Rather, the FAR 
provides that in light of the “serious nature of de-
barment and suspension,” these sanctions should 
be “imposed only in the public interest for the 
Government’s protection and not for purposes of 
punishment.”94 Thus, under the FAR, suspension 
and debarment are discretionary actions,95 and 
“[i]t is the debarring official’s responsibility to 
determine whether debarment is in the Govern-
ment’s interest.”96 In making this determination, 
the debarring official is required to consider all 
relevant mitigating factors—examples of which 
are listed in FAR 9.406-1—in addition to the 
severity of the contractor’s misdeeds.97

■■ Trends In Suspension & Debarment

	 Debarment is appropriate only when (1) there 
is cause for debarment, (2) the contractor has 
failed to demonstrate its present responsibility, 
and (3) debarment is in the Government’s in-
terest.98 As such, the debarment and suspension 
regimes depend upon agencies and debarring 
officials “exercising [their] powers fairly and 
with balance, through the careful exercise of 
discretion.”99 Yet as discussed below, recent po-
litical and legislative developments have begun 
to upset this balance, causing a sudden spike in 
the number of suspensions and debarments. 

	 (a) Political Influence on Discretionary Debar-
ments—As federal dollars have become increasingly 
scarce in light of the recent economic downturn 
and accompanying budget crisis, public officials 
have clamored to stake out progressively tougher 
stances on procurement fraud. The latest of 
these efforts, announced on February 7, 2013, 
is the Stop Unworthy Spending (“SUSPEND”) 
Act, a draft bill proposed by Representative 
Darrell Issa (R-Cal.) that would consolidate 
agency-level suspension and debarment efforts 
under the auspices of a single Government-
wide board. According to Issa, the bill would 
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further drive home the message that Congress 
has “zero tolerance for fraudsters, criminals, or 
tax cheats receiving taxpayer money through 
grants or contracts.”100 And while many of the 
concerns about the integrity of the procurement 
process are legitimate, the overheated rhetoric 
employed by some public officials appears to 
be aimed more at scoring political points than 
ensuring that contractors comply with federal 
regulations.101 According to commentators, some 
debarring officials have bowed to this political 
pressure by “seeking to increase their [suspen-
sion and debarment] statistics to show that they 
are tough with contractors, with little consider-
ation of the contractor’s present responsibility 
or the need to debar it.”102 Available statistics 
support this theory. One recent study showed 
that the number of administrative suspension 
and debarments jumped from just over 1,900 
in 2009 to more than 3,300 in 2011, a nearly 
75% increase.103 And Joe Jordan, the Admin-
istrator of the Office of Federal Procurement 
Policy, recently issued a statement trumpeting 
the “decisive steps” taken by executive agencies 
to strengthen their suspension and debarment 
regimes.104 Given the current political climate, 
contractors should expect the increase in sus-
pensions and debarments to continue.

	 (b) Legislative Trend Toward Mandatory Debar-
ments—In addition to urging agencies to make 
greater use of their suspension and debarment 
tools, elected officials have also taken matters 
into their own hands by enacting legislation that 
would automatically require debarment in response 
to wrongdoing. The most prominent example of 
this trend is the Consolidated Appropriations Act, 
2012, which prohibits several agencies, including 
the Department of Defense, from using appro-
priated funds to contract with any corporation 
convicted of a felony within the preceding 24 
months “unless the agency has considered suspen-
sion or debarment…and made a determination 
that this further action is not necessary to protect 
the interests of the Government.”105 Thus, the Act 
inverts the traditional debarment process: rather 
than imposing debarment only if a contractor is 
found to be nonresponsible, the statute requires 
the functional equivalent of debarment unless the 
contractor is found to be presently responsible.106 
Other proposals would go even further. In one 

extreme example, the New Jersey Senate recently 
approved a bill that calls for the automatic and 
permanent debarment of any person convicted 
of making false statements or claims in connec-
tion with a Government contract.107 Incredibly, 
the New Jersey bill would impose this lifetime 
ban automatically and without affording the 
contractor any opportunity to present mitigat-
ing evidence. The full impact of these legislative 
developments is still being determined,108 but 
the undeniable upshot is that more contractors 
than ever will find themselves disqualified from 
doing business with the Government. 

Responsibilities & Liabilities Of Corporate 
Boards & Executives

	 Thus far, this Paper has traced two distinct trends: 
(1) the increased risks to Government contrac-
tors posed by the ever-expanding interpretation 
and application of the FCA, the FCPA, and global 
anticorruption laws; and (2) the sharp uptick 
in administrative suspensions and debarments 
in response to wrongdoing by contractors. The 
combined effect of these developments paints a 
worrisome picture for firms doing business with 
the Government. Yet this picture is still incomplete 
until a third trend in the law is considered: namely, 
the increasing scrutiny and potential exposure 
to liability of corporate boards and individual 
directors for failing to mitigate fraud and related 
risk. In the wake of the disintegration of Enron 
and other corporate scandals of the early 2000s, 
the last decade has seen an unprecedented focus 
on corporate governance and the imposition of 
additional statutory obligations on boards of 
directors. The roles and responsibilities of cor-
porate directors are at the center of this focus. 
Government regulators are now more likely than 
ever to investigate the actions (or inactions) of 
a board of directors and their appointed c-suite 
executives when a company is found to have en-
gaged in some wrongdoing. And although courts 
have traditionally been reluctant to impose civil 
liability on directors and senior managers who 
were not directly involved in wrongful conduct, 
in a post-Enron world, even outside directors are 
increasingly being targeted by Government regu-
lators and private lawsuits whenever a company 
is found to have violated the law. 
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■■ Civil Liability Of Corporate Directors

	 As a general matter, civil liability of corporate 
directors stems from the overarching fiduciary 
duties of care and loyalty that they owe to the 
corporation and its shareholders. The duty of 
care requires directors to “use that amount of 
care which ordinarily careful and prudent men 
would use in similar circumstances, and consider 
all material information reasonably available in 
making business decisions.”109 The duty of loyalty 
“imposes on a director an affirmative obligation to 
protect and advance the interests of the corpora-
tion and requires a director absolutely to refrain 
from any conduct that would harm the corpora-
tion.”110 A review of whether a board of directors 
or an individual director has breached either of 
these duties is subject generally to the business 
judgment rule, which creates a presumption that 
a director’s actions were reasonably informed 
and prompted by a valid business purpose.111 To 
recover, a plaintiff must adduce sufficient evi-
dence to overcome this presumption, generally 
by proving that the director acted in bad faith. 
Significantly, however, the protection from civil 
suits afforded by the business judgment rule may 
not be available to a board of directors that, or a 
director who, failed to exercise proper oversight of 
a company’s business practices.112 In this respect, 
Delaware courts have made clear that directors are 
obligated to “assure that a corporate information 
and reporting system, which the board concludes 
is adequate, exists, and that failure to do so under 
some circumstances may…render a director li-
able for losses caused by non-compliance.”113 And 
while the standard for imposing liability on this 
basis remains high,114 the jump in the number 
of debarments and Government enforcement 
actions—and the devastating consequences of 
these actions on companies and their sharehold-
ers—means that directors are increasingly at 
risk for being targeted by shareholder suits for 
oversight failure. 

	 One illustration of this trend is the recent 
spate of shareholder derivative suits filed against 
companies alleged to have violated the FCPA. 
In one high-profile example, an internal in-
vestigation by Wynn Resorts, Ltd. determined 
that one of its directors had paid more than 
$110,000 in bribes to government officials in the 

Philippines.115 That director, in turn, accused 
Wynn Resorts of attempting to buy influence 
in Macau, where the company has a gaming li-
cense, by making a $135 million donation to the 
University of Macau. These revelations touched 
off a flood of litigation, including five separate 
shareholder derivative suits alleging that Wynn 
Resorts directors breached their fiduciary duty 
by failing to establish sufficient anticorruption 
controls.116 Four of these suits were consolidated, 
and they currently remain pending in Nevada 
federal court.117 A similar example involves a 
shareholder suit filed against Alcoa, Inc. in the 
wake of allegations that the company paid bribes 
to government officials in Bahrain in an attempt 
to secure business. The suit, refiled in June 2012, 
alleges that “the director and officer defendants 
breached their duties of loyalty and good faith by 
allowing or by themselves causing [Alcoa] to pay 
illegal bribes that were facilitated by defendants’ 
knowing and/or reckless failure to maintain an 
adequate system of internal controls.”118 In Octo-
ber 2012, Alcoa announced that it would pay $85 
million to settle a civil racketeering suit based on 
the same alleged conduct,119 but the derivative 
suit against Alcoa’s directors remains pending. 
Yet another example of recent vintage is the 
shareholder suit filed against Maxwell Technolo-
gies Inc. based on the allegation that Maxwell 
directors “breached their duties to shareholders 
by failing to prevent the alleged bribery, which 
violated the Foreign Corrupt Practices Act.”120 In 
February 2012, Maxwell announced that it had 
settled the suit under terms that required it to 
strengthen its internal compliance program and 
pay $3 million in attorneys’ fees.121

■■ Statutory & Regulatory Developments

	 Notwithstanding the pervasiveness of oversight 
liability suits filed against corporate directors when 
companies engage in wrongdoing, the standard 
for director liability remains high. However,  
“[r]ecent legislative and regulatory developments 
have been filling the gap between what courts 
require and what shareholders and the public 
expect [from boards of directors] in the area of 
risk management.”122 In the wake of the Enron 
scandal, Congress passed the Sarbanes-Oxley Act 
of 2002,123 which, among other things, imposed 
additional duties on corporate directors. Most 
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notably, SOX mandates that the board form an 
audit committee comprised entirely of indepen-
dent directors, at least one of whom qualifies as 
a “financial expert.”124 Among other things, SOX 
tasks the directors on the audit committee with 
accepting and responding to employee whistle-
blower complaints about accounting and internal 
control matters, a task which has been—and will 
continue to be—closely scrutinized, especially since 
SOX creates an express private right of action 
for employees who believe that they have been 
retaliated against for their complaints.125 SOX 
also makes the directors on the audit commit-
tee responsible for ensuring that the company’s 
chief executive officer and chief financial officer 
comply with all financial reporting and certifica-
tion requirements,126 and SEC rules adopted in 
accordance with SOX hold the audit committee 
accountable for the retention, compensation, 
and oversight of any accounting firm perform-
ing an audit for the company.127 Additionally, the 
changes wrought by SOX were accompanied by a 
flurry of revisions to the New York Stock Exchange 
and NASDAQ listing standards, many of which 
imposed additional, specific duties on corporate 
directors with respect to risk management and 
internal controls.128

	 For all of its changes, recent legislative reforms 
have shown that SOX was just the beginning of a 
trend toward greater accountability and poten-
tial liability for corporate directors in the areas 
of risk management and fraud prevention. The 
Dodd-Frank Wall Street Reform and Consumer 
Protection Act of 2010, for example, requires 
certain banks and financial companies to establish 
board-level risk committees to construct a risk 
management plan for the company.129 Similarly, 
the Emergency Economic Stabilization Act of 
2008 requires the compensation committee of 
any firm receiving Troubled Asset Relief Program 
(TARP) funds to regularly assess compensation 
structures to ensure that they do not incentivize 
employees “to take unnecessary and excessive 
risks.”130 And the SEC has promulgated proxy 
rules requiring the disclosure of “the extent of 
the board’s role in the risk oversight,” including 
“how the board administers its oversight func-
tion, and the effect that this has on the board’s 
leadership structure.”131 

Managing Contractor Accountability Risks 
In Today’s Business Environment

	 As set forth above, Government contractors and 
their directors currently face a “perfect storm” 
of potential accountability risks: at the very time 
that the threat of compliance violations and 
administrative debarment is highest, corporate 
directors are finding that their efforts to mitigate 
risks and stave off potential crises have never been 
more scrutinized. This raises an obvious question: 
what steps can a board of directors and c-suite 
executives take to effectively mitigate the varied 
and multiplying risks faced by their company?

■■ Creating Robust Compliance & Ethics  
	P rograms

	 The first, and arguably most crucial, step 
in mitigating the minefield of accountability 
and enforcement risks facing contractors is the 
development of a fully integrated approach to 
risk management. The most effective corporate 
risk management programs include two compo-
nents: (1) a system of rules and internal controls 
designed to ensure compliance with applicable 
laws and (2) an aspirational code of ethics (and 
implementing program) that identifies the core 
values by which the company is defined. To illus-
trate the difference between these two concepts, 
consider the possible approaches to solving a 
more commonplace problem, schoolyard bul-
lying. From a compliance perspective, bullying 
may be prevented by the school’s adoption of 
strict rules against fighting and name-calling. 
From a values-based perspective, however, bully-
ing is more successfully prevented by cultivating 
a culture of respect among the broader student 
population, which makes clear to any would-be 
bully that such conduct will not to be tolerated 
by his or her peers. These two concepts are not 
mutually exclusive, and companies (and presum-
ably, schools) are well advised to incorporate 
elements of each to manage risk effectively.

	 In terms of compliance, the first step in de-
veloping a stout compliance program is for a 
company to look inwards and, through some 
form of enterprise risk management system, 
identify the largest compliance risks it faces in 
light of the unique characteristics of its industry 
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and business. This is essential because, once the 
key risks to a company are known, it can tailor its 
compliance program accordingly. To guarantee 
the effectiveness of the program, however, the 
company also must make an effort to ensure that 
its employees are made aware of its key points of 
emphasis. To this end, a company is best served 
by incorporating the compliance program into 
its governance documents, employee hand-
books, and codes of ethics, as well as ensuring 
that employees receive periodic training on the 
program requirements. Finally, as a structural 
matter, sophisticated companies should adjust 
their compensation schemes to incentivize com-
pliance, such as by inserting clawback provisions 
into executive compensation plans.132 

	 The other half of an effective risk management 
program involves a genuine commitment to instill-
ing a culture of ethical conduct within a company. 
Achieving this goal requires more than merely 
putting pen to paper, and corporate directors and 
other senior management must set an example 
by demonstrating the company’s commitment to 
honesty and integrity in their own actions and by 
rewarding employees who demonstrate a commit-
ment to promoting ethical values (as opposed to 
merely rewarding ethical behavior). Making such 
a commitment to a values-based standard of ethi-
cal behavior is important for two reasons. First, it 
lessens the chance that an employee will commit 
wrongdoing that will put the company at risk. And 
second, in the event that a company finds itself 
facing fraud charges and possible debarment, its 
commitment to a robust values-based ethics program 
can weigh heavily in its favor during settlement 
negotiations with the DOJ, sentencing following 
a criminal conviction,133 and debarment proceed-
ings before an agency.134 Prosecutors and judges, 
and many Government agencies, especially within 
the DOD, now expect these types of programs.135 
For example, a company’s demonstrated commit-
ment to promoting ethical conduct may convince 
a prosecutor that it is unnecessary to charge the 
company for the crimes of a rogue employee.136 
Just last year, the DOJ announced that even though 
Garth Peterson, the former managing director of 
Morgan Stanley, had pled guilty to FCPA violations, 
it would not be pursuing criminal charges against 
Morgan Stanley itself because the company had 
“constructed and maintained a system of internal 

controls, which provided reasonable assurances 
that its employees were not bribing government 
officials.”137 Conversely, failure to include such 
programs in a company’s corporate governance 
system will increasingly be fatal to any effort to 
avoid conviction and debarment in the face of 
misconduct. 

	 Most large Government contractors have al-
ready recognized the importance of a corporate 
governance program that effectively manages 
risk. At the time of a September 2009 Govern-
ment Accountability Office report, 55 of the 57 
largest U.S. defense contractors had adopted writ-
ten codes of business ethics, 52 had conducted 
internal reviews or audits to test the reliability of 
their ethics programs, and 51 of these contrac-
tors required ethics training for employees and 
managers.138 Yet, newspaper headlines are rife with 
stories of noncompliance by and enforcement ac-
tions against these same contractors. Clearly, it is 
not enough to merely adopt a risk management 
program. Rather, companies must continually 
monitor and retool their compliance and ethics 
programs to respond to changes in their com-
pany, the industry, and the regulatory and legal 
landscape. Although easily stated, developing 
and maintaining an integrated risk management 
program requires both creativity and meticulous 
planning, including continuous process improve-
ment through steps such as benchmarking the 
effectiveness of their program through periodic 
employee surveys. For guidance, companies are 
best served by working with outside counsel who 
have experience in developing and promoting 
such ethics initiatives. 

■■ Conducting Internal Investigations

	 Even if a company has strong compliance and 
ethics programs in place, wrongdoing by the cor-
poration (or more likely, by rogue employees or 
agents of the corporation) may still occur. When 
it does, corporate directors would be well advised 
to move quickly to authorize the initiation of an 
internal investigation. Internal investigations 
can benefit a company in several important ways. 
First, an internal investigation will permit the 
company to determine exactly what happened 
and why. Once the company is able to understand 
the exact extent of the misconduct, it can begin 

 Briefing Papers © 2013 by Thomson Reuters



★  MARCH    BRIEFING PAPERS    2013    ★

13

assessing its exposure to liability and evaluating 
whether voluntary disclosure to the Government 
is warranted. Additionally, conducting an internal 
investigation may leave a company better posi-
tioned to defend itself against possible suspension 
or debarment. To the extent that the company 
has already conducted a vigorous and objective 
internal investigation, it can point to these actions 
as a demonstration of its responsibility and good 
corporate citizenship during a presentation to a 
debarring official.139

	 (1) Selecting an Investigator—When an internal 
investigation is necessary, the first, and arguably 
most important, decision for a company involves 
the selection of the internal investigators. A com-
pany may be tempted to assign this task to its own 
in-house legal team, who are likely to be familiar 
with the company’s business model, its accounting 
practices, and the key decisionmakers. While such 
a decision may be appropriate when a company 
faces minor or routine allegations, there are sev-
eral significant drawbacks to relying on in-house 
attorneys to conduct internal investigations in the 
face of allegations that pose more serious risks 
to the company. First, corporate counsel often 
are too close to the company to offer impartial 
analysis of the business practices in question.140 
This is especially true where in-house counsel may 
have been involved in providing advice about the 
very business practices that are the focus of the 
investigation. Second, in a similar vein, because 
corporate counsel are so closely aligned with the 
company, Government investigators tend to view 
them as lacking the necessary independence and 
objectivity to conduct an effective investigation.141 
Thus, insofar as a vigorous internal investigation 
might be considered evidence of a company’s cor-
porate responsibility, Government regulators are 
likely to lend more credence to an investigation 
conducted by independent outside counsel.142 

	 Just as important, the designation of in-house 
counsel to conduct an internal investigation may 
curtail the company’s ability to assert the attorney-
client privilege, leading to potentially disastrous 
results. In-house counsel often perform a variety 
of functions within a corporate organization, and 
it is not uncommon for such attorneys to func-
tion in the dual role of both business and legal 
advisers. The blurring of the line between these 

two roles, resulting in so-called “mixed commu-
nications,” leads to thorny questions regarding 
the scope of the attorney-client privilege that 
have been “the subject of significant litigation, 
with varying results.”143 And while courts have 
not always found the privilege to be waived 
under such circumstances, as Justice Rehnquist 
famously observed, “[a]n uncertain privilege…is 
little better than no privilege at all.”144 Given the 
potential for inadvertent waiver when in-house 
attorneys conduct internal investigations, a com-
pany would be well advised to retain experienced 
outside counsel for these matters.

	 (2) The Fact-Gathering Process—The two principal 
aspects of an internal investigation involve cap-
turing the relevant documents and interviewing 
key employees. As soon as a company “reasonably 
anticipates litigation,” it is obligated to preserve 
all potentially relevant documents.145 To help dis-
charge this obligation, the company may issue a 
“litigation hold,” a notice that warns all employees 
who may be in possession of relevant documents 
that the documents must not be destroyed. Pre-
serving and collecting these documents at the 
outset not only ensures that the company will not 
later face sanctions for destroying evidence, but 
also minimizes the risk that the company will lose 
exculpatory evidence or be surprised at a later 
date by potentially incriminating documents of 
which it was not aware.

	 In conjunction with the collection of documents, 
an internal investigation also involves interviews of 
key employees. Assuming the company has retained 
outside counsel to conduct the investigation, it 
should coordinate with that firm to identify which 
employees will need to be interviewed and make 
scheduling arrangements. The company may wish 
to have a member of its in-house legal team sit 
in on these interviews, both to assist in explain-
ing the company’s document retention and/or 
compliance policies, as needed, as well as to place 
the information learned in the interview in the 
context of the company’s business environment. 
Significantly, both outside counsel and company 
counsel should provide each employee with an 
“Upjohn warning,” advising the employee that the 
interviewer represents only the company, and that 
the employee should retain another attorney if 
he or she desires separate counsel.146 
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	 (3) Compiling the Investigation Report—Once 
counsel has completed its interviews of key em-
ployees and reviewed all relevant documents, a 
report summarizing the results of the investigation 
should be prepared for company management. 
This is a vital step in the internal investigation, as 
the report will often provide management with 
the information it needs to chart the company’s 
response to revelations of corporate misconduct. 
In some cases, an oral report may be preferable 
to guard against the possibility of a report being 
subject to discovery in the event of subsequent 
litigation.147 Generally, however, a written report 
is preferred, especially in investigations involv-
ing complex factual scenarios. Where a written 
report is prepared, it should be clearly marked 
as a privileged and confidential attorney-client 
communication. Moreover, to guard against the 
possibility of inadvertent waiver of this privilege, 
company officials receiving the report should take 
extreme care to ensure that it is not disclosed 
outside of the company.148 

	 (4) Compliance With the FAR Mandatory Disclosure 
Rule—As a result of its internal investigation, a 
contractor may conclude that a violation has 
occurred. Prior to December 2008, a contractor 
would have had to decide whether or not to volun-
tarily disclose these findings to the Government. 
Following the adoption of the FAR mandatory 
disclosure rule,149 however, contractors are now 
obligated in most cases to disclose certain viola-
tions to the Government.

	 The origins of the mandatory disclosure rule 
can be traced to July 1986, when the DOD in-
stituted its Voluntary Disclosure Program. This 
initiative encouraged Government contractors to 
voluntarily disclose potential fraud to the DOD 
Office of Inspector General, with the promise 
that contractors who did so would receive credit 
under the U.S. Sentencing Guidelines when fines 
were set as part of the sentencing process.150 Yet 
while the program was unveiled to much fanfare, 
“the number of disclosures under the program 
was relatively small,” and by 2004, it had become 
apparent that contractors were “rarely” disclos-
ing potential fraud voluntarily.151 In light of the 
relative ineffectiveness of the voluntary disclosure 
program, in November 2007 the DOJ formally 
requested that the Office of Management and 

Budget amend the FAR to mandate the disclosure 
of fraud in Government contracting. This request 
ultimately resulted in the implementation of the 
FAR mandatory disclosure rule, which became 
effective on December 12, 2008.152

	 The mandatory disclosure rule applies to all 
Government contractors that enter into con-
tracts with a value in excess of $5 million and a 
performance period of at least 120 days.153 All 
contractors meeting these criteria are required 
to (a) maintain a written code of business ethics, 
(b) exercise due diligence to prevent and detect 
fraud, (c) promote a culture of compliance with 
the law and ethical conduct, and (d) “timely 
disclose” to the agency OIG and the Contracting 
Officer whenever the contractor has “credible 
evidence” that “a principal, employee, agent, or 
subcontractor” of the contractor has committed 
(1) a “violation of Federal criminal law involving 
fraud, conflict of interest, bribery, or gratuity 
violations found in Title 18 of the United States 
Code”; or (2) a “violation of the civil False Claims 
Act.”154

	 In addition to these requirements, all contrac-
tors that do not qualify as small business concerns 
are required to maintain an “ongoing business 
ethics awareness and compliance program” and 
an “internal control system” in accordance with 
myriad specifically enumerated requirements.155 
Furthermore, the FAR provides that the manda-
tory disclosure rule must be included in any sub-
contracts that exceed $5 million and 120 days.156 
Finally, as mentioned above, the FAR provides 
that a contractor’s knowing failure to disclose a 
violation of law or “significant overpayment” in 
connection with a Government contract consti-
tutes an independent cause for suspension or 
debarment.157 The inclusion of such a powerful 
enforcement provision helps to ensure that any 
contractor that discovers a potential violation of 
significant overpayment actually does disclose 
the violation to the proper authorities.

■■ Negotiating Settlements & Navigating  
	S uspension & Debarment

	 In the event that alleged wrongdoing by a 
contractor comes to light—either as a result of 
the contractor’s own internal processes or due to 
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a Government investigation or audit—it is criti-
cal that the contractor work proactively with the 
Government in an effort to resolve any potential 
liability. A company under investigation should 
maintain steady communications with the Govern-
ment enforcement agencies as part of an effort to 
achieve a favorable negotiated resolution. Often 
overlooked, however, is the equally critical step of 
“fronting” issues with the lead executive agency 
overseeing possible fraud cases and suspension 
and debarment proceedings. As discussed below, 
taking this step may benefit a contractor in two 
ways. 

	 First, when a qui tam suit is filed under the 
FCA, it is not uncommon for the DOJ to consult 
the contracting agency (often the SDO) about 
whether the Government should intervene and, 
if so, what would be an appropriate settlement.158 
Although contractors under investigation routinely 
negotiate with the DOJ, they often overlook the 
importance of engaging with agency counsel 
on these same questions. This is a mistake, and 
contractors would be well advised to contact the 
agency directly in an effort to solicit support for 
structuring settlements in a way that is mutu-
ally beneficial to both the contractor and the 
agency, even if not favored initially by the DOJ. 
Consider, for example, the various options for 
structuring the payment of a $10 million settle-
ment liability. A $10 million cash payment into 
the U.S. Treasury would be of no benefit to the 
agency, as fiscal law considerations would usually 
prevent it from directly receiving these funds, 
and it would have to draw on its own operating 
budget to repair the damages caused by the 
contractor. Recognizing this, a savvy contractor 
might engage directly with the agency to propose 
that the settlement be structured so as to require 
the payment of only $2 million in cash, to be fol-
lowed by the performance of $8 million worth 
of corrective work. Because this structure would 
be more beneficial to the agency, it likely would 
join the contractor in urging the DOJ to accept 
the proposal, meaning that the contractor could 
escape with a much smaller cash payment.

	 Proactively reaching out to relevant agency 
officials may also prove enormously beneficial 
to a contractor in the context of administrative 
suspension or debarment proceedings. By openly 

engaging with SDOs, a company lends credence to 
the view that it is a responsible corporate citizen, 
even if it has had a slip in compliance. Moreover, 
establishing this dialogue will permit contrac-
tors to work with debarring officials to devise 
appropriate and creative solutions. For example, 
rather than the blunt instrument of debarment, 
an agency may be open to the implementation 
of an administrative agreement that imposes 
additional internal controls on a contractor and 
independent monitoring going forward. And in 
some cases, this dialogue may convince an agency 
to forgo administrative action altogether. From 
a contractor’s perspective, the advantage to this 
approach is obvious: by escaping suspension or 
debarment, the contractor can continue to re-
ceive contract awards from the Government, as 
well as avoid the negative media coverage and 
numerous other collateral consequences that 
come with a debarment.159 Yet such a resolution 
also is desirable for an agency, as it “serve[s] as 
both a ‘carrot’ by providing the contractor with 
an incentive to avoid debarment by improving its 
ethical culture, and the ‘stick’ by identifying the 
consequences for failure to do so.”160 Contractors 
should open lines of communication with SDOs 
as early as practicable; if a contractor waits until 
there has already been a conviction or finding 
of civil liability, it may be too late to derive much 
benefit from a dialogue with the agency.161

	 The authors of this Paper recognize that the 
advice to “front” these types of issues with agency 
SDOs goes against what has been the conven-
tional wisdom and itself carries some risk. In the 
current age of information sharing, however, 
agency IGs and the DOJ often inform agency 
SDOs of self-reporting by contractors, ongoing 
investigations, and discussions to resolve or settle 
violations of the FCA, the FCPA, and other laws 
and regulations. In addition, agency SDOs are 
increasingly taking actions against contractors 
based upon reports of misconduct reported in 
the media. Clearly, any decision to be proactive 
in managing the risks of suspension and debar-
ment must be thoughtfully considered. In the 
opinion of the authors, however, establishing 
working relationships with SDOs and “front-
ing” issues with them in most instances shows 
a degree of management responsibility that is 
helpful in avoiding a negative suspension and 
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debarment action. The traditional tactic of 
“lying low” simply does not work in this era of 
real-time interagency information sharing and 
heightened media reporting of allegations of 
contractor indiscretions and violations.

Importance Of Coordinating Risk  
Management Efforts

	 This Paper has summarized the myriad risks 
faced by contractors as a result of legislative and 
enforcement developments in the Government’s 
fight against fraud, more aggressive suspension 
and debarment actions, and increased scrutiny of 
corporate directors’ and c-suite executives’ risk 
management activities. In today’s business envi-
ronment, it has become clear that it is impossible 
to completely separate the various aspects of risk 
management. Accordingly, Government contrac-
tors are well advised to work with experienced 
counsel to develop an integrated and holistic risk 
management approach covering all aspects of 
contractor responsibility, including developing 
internal controls and ethics programs acceptable 
to the Government, investigating potential com-
pliance violations, and navigating the process of 
disclosure to and negotiating with enforcement 
agencies and SDOs. Such a coordinated approach 
has undeniable benefits. For example, the firm 
retained to investigate alleged misconduct and 

lead efforts to mitigate the contractor’s liability 
and debarment risk will be in the best position 
to assist a contractor in developing an ethics 
program and associated remedial measures. 
This approach, which enables a contractor to 
adopt remedial measures tailored to the unique 
facts surrounding its underlying misconduct, 
will demonstrate to Government officials that 
appropriate steps have been taken to mitigate 
the risk of future violations. 

	 Moreover, it should be noted that on the Gov-
ernment side, the agencies responsible for pursu-
ing fraud and ensuring contractor responsibility 
have already recognized the value of coordinated 
efforts in this area. For example, in an effort to 
synchronize debarment proceedings with crimi-
nal prosecutions, the DOJ has recently begun 
issuing quarterly reports to debarring officials 
listing all convictions, indictments, and deferred 
prosecution agreements. Additionally, the DOD 
and other agencies employ full-time staffs that 
focus exclusively on making sure that all available 
enforcement actions and sanctions are pursued 
and coordinated, so that a decision in one area 
does not affect the remedies available in others.162 
Contractors that fail to similarly adopt integrated 
approaches to their risk management strategy do 
themselves an enormous disservice, as they will 
find themselves behind the curve and forever 
playing catch-up with the Government.

GUIDELINES

    These Guidelines are intended to assist contrac-
tors—and in particular their boards of directors, 
c-suite executives, and legal counsel—in under-
standing the heightened Government demands 
for contractor responsibility and the need for 
an integrated approach to managing contractor 
responsibility risk mitigation. They are not, how-
ever, a substitute for professional representation 
in any particular situation.

	 1.	 Be mindful that FCA liability may attach 
where a contractor (or its employee) acts in “reck-
less disregard of the truth,” even in the absence of 
actual knowledge. Consequently, it is critical that 
contractor employees fully understand all contract 
terms, as even seemingly innocent mistakes may 
give rise to FCA liability in some circumstances.

	 2.	 Remember that, given the increasing focus 
on so-called “reverse false claims,” a contractor 
may be liable under the FCA for knowingly re-
taining an overpayment even if it never makes a 
false statement or claim. It is therefore critical 
for contractors to implement robust compli-
ance and accounting systems that will identify 
overpayments to allow for timely disclosure to 
the contracting authority.

	 3.	 Understand that the DOJ and the SEC have 
placed particular emphasis on FCPA enforcement 
in recent years and have broadly defined what 
types of payments fall within U.S. jurisdiction. 
Contractors doing business abroad should focus 
their compliance efforts on this risk, and exer-
cise extreme diligence in how they engage with 
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intermediaries. Be aware that anticorruption risk 
is not limited to the FCPA and other U.S. laws. 
Contractors should monitor developments in the 
antibribery laws of all countries in which they do 
business and tailor their compliance programs 
to comply with those laws. 

	 4.	 Similarly, an increasing number of coun-
tries and nongovernmental organizations, such 
as the World Bank and the United Nations have, 
or are developing debarment and suspension 
regimes that contractors should account for in 
their programs.

	 5.	 In the event of a suspected violation, be 
mindful of the requirements of the FAR manda-
tory disclosure rule, which requires contractors to 
“timely disclose” wrongdoing to the Government 
whenever a contractor has “credible evidence” 
that certain kinds of violations have occurred. 
Remember that foot-dragging in the disclosure 
of suspected violations may constitute an inde-
pendent basis for suspension and debarment.

	 6.	 Recognize that the increasing prevalence 
of qui tam actions means that compliance prob-
lems are more likely than ever to be reported to 
the Government. Given this trend, contractors 
should consider voluntarily disclosing suspected 
violations to their customers’ debarring officials, 
even where disclosures have been made to other 
Government officials such as the customers’ IGs, 
as opposed to simply hoping that the Government 
does not learn of the violation.

	 7.	 Remember that debarment risk is broader 
than most contractors realize. A contractor may 
be suspended or debarred, for example, even for 
conduct that has no relationship to a Government 
contract, and even where the conduct was not 
a violation of law or otherwise intentional, such 
as poor performance or nonperformance under 
Government or even private contracts.

	 8.	 Understand that agencies currently are 
under tremendous political pressure to increase 
the number of suspension and debarment actions. 
Accordingly, contractors at risk of suspension or 
debarment should work proactively with agency 
SDOs to devise alternative and politically accept-
able resolutions to responsibility issues. Relation-
ships with customer SDOs should be maintained 

even when there are no pending allegations of 
misconduct.

	 9.	 Recognize that high-profile corporate 
scandals in the last decade have led to an un-
precedented focus on corporate governance. 
Recent legislative developments impose a host of 
specific duties and responsibilities on corporate 
boards of directors, and directors increasingly 
find themselves the targets of lawsuits whenever 
a company has a compliance slip. Corporate di-
rectors should work with legal counsel to ensure 
that the company has sufficient information and 
reporting systems to deter and detect compliance 
problems.

	 10.	 While the implementation of a robust compli-
ance program is important, it should be comple-
mented by a genuine commitment to values-based 
ethics. Understand that prosecutors, judges, and 
agency officials increasingly expect contractors 
to take steps to instill a culture of ethics within a 
company—in addition to ensuring mere techni-
cal compliance with the law—and the failure to 
do so may doom any effort to avoid conviction or 
debarment in the face of misconduct. 

	 11.	 Be aware that agency fraud attorneys have a 
say in how the DOJ litigates and settles FCA and 
other fraud cases. Particularly when negotiating 
settlements, contractors should reach out to the 
agency that is affected by the alleged fraudulent 
conduct to solicit their support for settlements 
that would benefit both the contractor and the 
agency. The terms of such settlements could 
include, for example, agreements to perform 
in-kind work, rather than cash payments into 
the U.S. Treasury that would be costly to the 
contractor and provide little benefit to the 
agency. 

	 12.	 Above all, recognize the importance of de-
veloping a coordinated approach to addressing 
the many facets of contractor responsibility and 
risk management. Not only does such a holistic 
approach ensure that contractors implement 
compliance and ethics policies tailored to their 
specific risk profile, but it also leaves contractors 
better positioned to engage with Government 
officials to cooperatively resolve any compliance 
issues that may arise.
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